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Hosoxxenune
00 o0paboTke U 00eceyeHUH 0€30MACHOCTH MEPCOHAIBbHBIX TAHHBIX,
o0padaTbiBaeMbIX B MHPOPMANMOHHBIX CHCTEMAX MEPCOHATbHBIX TAHHbBIX
1. O0uue MoJI0KEeHUsI.
1.1. Hacrosmee Ilomoxxenue o0 oOpaborke u oOecrieueHUH O€30MacHOCTH
NEPCOHAJBHBIX JAHHBIX, OOpabaTbiBaéMbIX B HWH(MOPMAIMOHHBIX CHCTEMAax
NEPCOHANBHBIX MaHHBIX (nanee - IlomokeHne) MyHUIIUTIANBHOTO OIOHKETHOTO

00111e00pa30BaTEILHOI0 YUPEKICHUSI OCHOBHOW 00111€00pa30BaTeIbHOM IIKOJIBI C.

BonouaeBka (masee — Illkorna) pa3paborano B coorBercTBUU ¢ DemepanbHBIM

3akoHOM OT 27.07.2006 Ne 152- @3 «O nepcoHanbHBIX JaHHBIX», [lonoxeHuem 00
obecrieueHnn 0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX NpU UX 00paboTke B
WH(POPMAIIMOHHBIX ~ CHUCTEMax  IEPCOHAIBbHBIX  JAHHBIX,  YTBEPXKICHHBIM
[ToctanoBnennem IlpaBurenscrBa Poccuiickoir ®enepammu or 01.11.2012 r. Ne
1119, u IlomoxkeHnnem 00 OCOOEHHOCTSIX OOpaOOTKM TEPCOHAIBHBIX JaHHBIX,
OCYIIECTBIISIEMON 0€3 HUCIOJIb30BaHUSI CPEJICTB ABTOMATHU3ALMH, YTBEP>KICHHBIM
IToctanoBnenunem IlpaBurenbcrBa Poccniickoit henepammu ot 15.09.2008 1. Ne 687.
1.2. Hacrosmum  [lonoxkeHueM — ompeaensieTcss  TOPSAOK — o0pabOTKM U
oOecriedyeHusi 0O€30MAaCHOCTU MEPCOHANbHBIX JIaHHBIX, NpH HUX 00paboTKe B
WH(OPMAITMOHHBIX CHCTEMAaX MEPCOHATBHBIX JAHHBIX C MCIOJIb30BAHHEM CPEACTB
aBTOMAaTH3alliy U 0€3 UCIIOIb30BAHMS CPENICTB aBTOMATH3AINH B Y UPEIKICHHH.
B Hacrosmem [lonoskeHnr HCTIONB3YIOTCS CICAYIOIINE TTOHSTHS
1.2.1. briokupoBaHU€e MEPCOHANBHBIX JIAHHBIX - BPEMEHHOE TpeKpalleHue cOopa,
CHCTEMaTHU3alINY, HAKOTUICHUS, MCTIOJTb30BaHUS, pactpocTpaHeHUS
MEePCOHATIBHBIX JAHHBIX, B TOM YHCJIE UX MEepeIayn.

. MadopmanrionHas cucrema nepcoHanbHbIX AaHHbIX (lanee — MHdopmaronnas
cucTema)- MH(popMaIrmoHHasi CUCTEMA, TMPECTABIIoNMAas cO00H COBOKYITHOCTh
NEPCOHAJBHBIX JIAHHBIX, COJEpXKaluxcsi B 0a3e JaHHBIX, a TaKxke
WH(POPMAITMOHHBIX TEXHOJIIOTMH ¥ TEXHUYECKUX CPEICTB, IMO3BOJISIFOIINX
OCYHIECTBIISITh OOpAa0OTKY TAaKWX MEPCOHAIBHBIX JaHHBIX C HCIOJb30BAHUEM
CPEICTB aBTOMAaTU3AIMU WK 0€3 UCIIOJIb30BAaHUS TAKUX CPENICTB.

. Ucnonp30Banre TEpCOHANBHBIX JAHHBIX - JCUCTBUS  (Omeparuu) C
MEPCOHATBLHBIMU JIAHHBIMH, COBEPIIAEMBIC ONEPATOPOM B MEIAX IMPUHATHS
PEICHUN WIM COBEPIIEHUS HHBIX JCUCTBUN, IMOPOXKIAIOMINX HOPUINYECKUE
MOCJIEJICTBUS B OTHOLIEHUU CYOBEKTa MEPCOHATBHBIX JaHHBIX WIHA JPYTUX JIMI]
ambo MHBIM 00pa3oM  3aTparMBarlOUIMX IIpaBa M CBOOOIBI CyObBEKTa
MEPCOHATIBHBIX JAHHBIX WM JIPYTUX JIUII.

. KonduneHmanbHOCTh MEPCOHATBHBIX JaHHBIX - 00s13aT€IbHOE 7151 COOJTIOICHUS
OIIEPaTOPOM WIIA WHBIM MOJYYUBIIAM JOCTYI K TEPCOHATBHBIM JaHHBIM JTUIIOM
TpeOOBaHHE HE JOIMYyCKaTh WX paclpocTpaHeHue O0e3 coriacus CcyObekTa
MIEPCOHATBHBIX JAHHBIX WM HATWYWS WHOTO 3aKOHHOTO OCHOBAHUSI.




1.2.5. O6e3nnuuBaHue TEPCOHANBHBIX IAHHBIX - JEHCTBHS, B PE3ylbTaTeé KOTOPBIX
HEBO3MOXKHO  OINpPEAETUTh  NPHUHAUISKHOCTb  NEPCOHANBHBIX  JIAHHBIX
KOHKPETHOMY CyOBEKTY MepCOHATBHBIX JTaHHBIX.

. OOpaboTKa mepcoHaNbHBIX AAHHBIX - JEHCTBHS (OINEpalnuu) ¢ NepCOHATBHBIMU

JaHHBIMHU, BKJIIOYal0 cOOp, CHCTEMAaTU3allMl0, HAKOIUIEHUE, XpaHEHHE,
yTouHeHHEe (OOHOBJICHHWE, W3MEHEHHE), WCIIOJIb30BaHUE, pacrpocTpaHeHue (B
TOM 4YHCle TMepeAady), o0e3IuurMBaHuEe, OJOKHMPOBAaHUE, YHUUYTOXKECHHE
NEePCOHABHBIX JAHHBIX.

1.3.7. OOpaboTka  TEpPCOHAJIBHBIX JTAHHBIX 0€e3 UCIOJIb30BaHUs CpEICTB
aBTomaru3auuu (nasiee  —  HeaBTOMaTu3mpoBaHHBIN croco0) —  JIEHCTBUA
C MePCOHAJIBHBIMU JIaHHBIMU, TaKH€ Kak cOOp, cucTeMaTHh3alysi, HaKOIUIEHUE, XpaHEHUeE,
UCIIOJIb30BAaHUE, YTOYHEHHUE, PACIpPOCTPAHEHUE, YHUUTOXKEHUE IMEPCOHAIBbHBIX JAaHHBIX
B OTHOLUEHUM KAXKIOTO U3 CYOBEKTOB IEPCOHAIBHBIX JIAHHBIX, OCYIIECTBIISIFOTCS
IPU HENOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

1.3.8. OOwienocTynHbie MEePCOHATbHBIE JIaHHbIE — TIEPCOHANbHBIE JAHHBIE, JOCTYI
HEOTPAaHUYCHHOT'O  Kpyra JIMIl K KOTOPBIM  TPEAOCTaBIICH C corjacusi  CyObeKTa
MEPCOHATBHBIX JIAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBHM C (helepalbHBIMU 3aKOHAMU
HE pacIpoCTpaHsIeTcs TpeOOBaHUE COOMIOCHNS KOH(UICHITUATBLHOCTH.

1.3.9. Omeparop — Illkona, ropuanueckoe win (U3NIECKOE JHIO0, OpPraHU3YIOIIHNE
U OCYILECTBIISIONINE 00paOOTKY MEPCOHANbHBIX JIaHHBIX, a TAKXKE OIpPENESIONINe LeTu
U cojiepKaHre 00pabOTKHU MEPCOHANIbHBIX JaHHBIX.

1.3.10. ITepconasibHbIE JTaHHBIE — mro0as uHdopMmanus, OTHOCSIIASACI
K ONPEIeTICHHOMY HMJIU OTPEACIIeMOMY Ha OCHOBAaHWM TaKoW WH(pOpMannu GU3NIecKOMy
Uity (CyOBbeKTy epCOHAIBHBIX JaHHBIX), B TOM YHCIIC €ro (pamMuiIus, uMs, OTYECTBO, IO/,
MECSIl, JaTa M MECTO POXICHHUSA, aapec, CEMEWHOe, COINHMAIbHOE, HMYIIECTBEHHOE
MOJIOKEHME, 00pa3oBaHue, mpodeccus, JOXObI, Apyras uHopMaIus.

1.3.11. PacnpocTpaHeHrne TNEpPCOHAIBHBIX JaHHBIX — JCHCTBUS, HampaBICHHBIC
Ha TIepeladyy  TMEPCOHANBHBIX ~ JAHHBIX  ONpENEIeHHOMY  Kpyry  Jmil (repenada
MEePCOHANBHBIX  JIAHHBIX) WUIM  HAa O3HAKOMJICHHME  C NEePCOHAJIBHBIMH  JaHHBIMU
HEOTPAaHUYCHHOT'0 Kpyra JHI, B TOM Yucjie OOHApOJOBAaHHWE TEPCOHAIBHBIX JAaHHBIX
B CpPEACTBAX MacCcoBOM uHdopMaIuy, pa3MmelnieHue B MH(OPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETSAX WJIM MPEIOCTABICHUE JOCTYIA K IEPCOHAIBHBIM JIAHHBIM
KaKHM-JITHO00 WHBIM CITOCOOOM.

1.3.12. CneumanbHble KaTEropuu MNEPCOHAIBHBIX JaHHBIX — IIEPCOHAJIBHBIC TaHHBIE,
KacarollMecsi pacoBOW, HAIMOHAIBHOW MPUHAJICKHOCTH, TOJUTUYECKUX B3TJISIOB,
PEIUTHO3HBIX WK (UITOCOPCKUX YOSKICHUN, COCTOSHHUS 370POBbS, MHTUMHOW >XU3HU
CyOBeKTa MEePCOHATBHBIX JIAHHBIX.

1.3.13. YHUYTOXKEHWE TEepPCOHANbHBIX JAaHHBIX — JEWUCTBHS, B PE3YJIbTaT€ KOTOPBIX
HEBO3MOXXHO BOCCTAHOBUTH COJIEp’KAaHUE TMEPCOHAIBHBIX JAaHHBIX B MHGOPMAIMOHHON
CUCTEME IMEePCOHAJBHBIX  JIAHHBIX UJIM B PE3YyJbTAaT€  KOTOPBIX  YHUYTOXKAKOTCS
MaTepHalIbHbIE HOCUTENU MEPCOHATBHBIX TAHHBIX.

2. Iopsiaok 00OpadbOTKU MEPCOHAIBbHBIX JTAHHBIX




2.1. O6paboTka nepcoHadbHbIX AaHHBIX B MHPopMannoHHbix cuctemax IIKombl Jo/KHA
OCYIIECTBIISITHCS HA OCHOBE IMPUHLIUIIOB:

—  3aKOHHOCTH  IeJiel W crmoco0OB  00paOOTKM  NEpCOHAJbHBIX  JaHHBIX
1 100pOCOBECTHOCTH;

— COOTBETCTBUA Iejed o0O0pabOTKH TEpPCOHANbHBIX JAHHBIX IENSIM, 3apaHee
OIPEICIICHHBIM U 3asiBJICHHBIM MPU cOOpE MEPCOHANBHBIX JIaHHBIX, a TAK)KE MOJTHOMOYHUSIM
oreparopa;

— COOTBETCTBHSI 00BbEMa | XapakTepa o0padaThbIBaéMbIX IE€PCOHAIBHBIX JaHHBIX,
crioco00B 00pabOTKU MEPCOHANIBHBIX JAHHBIX LIETSAM 00paOOTKU NEPCOHANBHBIX JAHHBIX;

— JOCTOBCPHOCTU IICPCOHAJIBbHBIX HTAHHBIX, HUX JOCTATOYHOCTHU IOJIA Leneun O6pa6OTKI/I,
HCAOITyCTUMOCTHU 06pa6OTKI/I NEpCOHAJIbHBIX OAaHHBIX, M30BITOYHBIX 10 OTHOIIEHHIO
K IOCJIAAM, 3asBJICHHBIM IIpU c60pe IICPCOHAJIBHBIX NAHHBIX;

— HEJIOMYCTUMOCTH OOBEANHEHUS CO3JaHHBIX JIs HECOBMECTUMBIX MEXIY COOOM 1erneit
0a3 maHHBIX HHGOPMAIITMOHHBIX CUCTEM IEPCOHABHBIX JaHHBIX.

2.2. ObpaboTka mepCcOHAIBHBIX MaHHBIX B MHpopManmnonHbeix cuctemax I[llkomsr moxer
OCYIIECTBIISITBCSL  ONMEPATOPOM  C MUCBMEHHOT'O COTJIacusi CYOBEKTOB MEPCOHATBHBIX
JAHHBIX, 33 UCKJIIOYEHHEM CIIEAYIOLIUX CJIy4aeB, KOrJa TaKoro coriiacus He Tpedyercs,
€CJIH:

— 00paboTKa MepCOHAIbHBIX JaHHBIX OCYIIECTBISETCA HA OCHOBaHUM (enepaabHOro
3aKOHA, YCTAHABIIMBAKOUIETO €€ 11eJIb, YCIOBUS MOITYYEHUS NEPCOHANBHBIX JAHHBIX U KPYT
CyOBEKTOB, TMEPCOHAJIbHBIE JIaHHbIE KOTOPBIX MOJJeKaT o00paboTKe, a Takxke
OIPEAEIIAIONIEr0 OJTHOMOUYHS OIlepaTopa;

— 00paboTKa MepCOHANbHBIX JTAHHBIX OCYIIECTBISETCA B LIENSAX HCIOIHEHUS J0rOBOpa,
OJTHOI U3 CTOPOH KOTOPOTO SIBISETCS CYOBEKT MEPCOHAIBHBIX TaHHBIX;

— 00palboTKa MEPCOHAIBHBIX JTAHHBIX OCYIIECTBISETCS ISl CTATUCTUUECKUX WIIM WHBIX
HAYYHBIX 1IeJIeH MPU YCIOBUHU 00s13aTEIbHOr0 00€3IMUYMBAHUS IEPCOHANIBHBIX JAHHBIX;

— 06pa60TI<a INEPCOHAJIBHBIX AAaHHBIX H€O6XOI[I/IMEI AJIL 3aMThI JKU3HH, 310POBbA U
HHBIX JXM3HCHHO Ba’XHBIX MHTCPCCOB CY6’I>eI(Ta IICPCOHATIbHBIX JAaHHBIX, €CJIK IIOJIYUYCHUC
corjiacus CY6’LCKT& MMCPCOHAJIbHBIX TAHHBIX HCBO3MOKHO.

2.3. OOpaboTka oOIepaToOpoM CHEIHUATbHBIX KATETOPUH TEPCOHAIBHBIX JaHHBIX
B Undopmanmonnsix cuctemax Illkonsr gomyckaercs eciu:

— CyOBEKT MEepPCOHANBHBIX JAHHBIX JaJl COTJachue B MUCbMEHHOW (opMe Ha 00pabOTKy
CBOMX TIEPCOHATBHBIX JTAHHBIX;

— IICPCOHAJILHBIC NAHHBIC ABJIAIOTCA O6HleI[OCTy1'IHI)IMI/I;

— NEPCOHAIbHBIE JTAHHBIE OTHOCATCS K COCTOSIHHUIO 3/I0pPOBbSI CyOBEKTAa MEPCOHAIBHBIX
JaHHBIX M UX 00paboTka HEOOXOAMMA ISl 3alUTBl €r0 )KM3HH, 370POBbSI UJIM HHBIX
KU3HEHHO BAXXHBIX HMHTEPECOB JUOO >KU3HU, 3J0POBbS WM HMHBIX >KU3HEHHO Ba)KHBIX
MHTEPECOB IPYrUX JIMII, U IOJYyYEHUE COrIacus CyObeKTa

MNEPCOHATIBHBIX JaAHHBIX HCBO3MOXKHO,




00pa0oTKa TMEepPCOHANBHBIX JAHHBIX OCYIIECTBISETCS B MEIUKO-NPO(PUIAKTUIECKUX
LEIAX, B LEIAX YCTAHOBJIEHUS MEAULUHCKOIO JUarHo3a, OKa3aHWs MEIULIMHCKUX
U MEIMKO-COLMAJBHBIX YCIYI MpPHU YCIOBHHM, 4YTO 00OpabOTKa NEPCOHAIBHBIX JaHHBIX
OCYLIECTBIIAETCA  JIMLOM, npodeCCHOHaIbHO  3aHUMAIOMIMMCS  MEAMIIMHCKOU
JESITENIBHOCTbIO U OOS3aHHBIM B COOTBETCTBUU € 3aKOHOAATENLCTBOM  Poccuiickoi
®denepanuy cCOXpaHsATh BpayeOHYIO TaliHY.

24. Becayyae ecauoneparop Ha OCHOBaHMM JOroBopa Iopydaer oOpaboTKy
NIEPCOHAJIBHBIX JAHHBIX JIPYrOMY JHMILy, CYLIECTBEHHBIM YCJIOBHUEM JOIOBOpa SIBISIETCS
0053aHHOCTh O00ECIEUEeHUs] YKa3aHHBIM JIMIIOM KOH(HJIEHIUAIBHOCTH MEPCOHAIbHBIX
JAHHBIX U 0€30MaCHOCTH MEPCOHANIbHBIX TAHHBIX MPU UX 00paboTKe.

2.5. Omneparop, MOAy4arolUi JOCTYN K MEPCOHAIBHBIM JaHHBIM, JOKEH 00eCleynuBaTh
KOH(PUAEHIIMATLHOCTh TAKUX JAaHHBIX, 32 UCKIIFOYCHUEM CITyYaeB:

— B CJIy4dac 00e3TMYBaHMS IMICPCOHAJIbHBIX TAHHBIX]
— B OTHOLICHHUU O6H_ICI[OCTYHHBIX ICPCOHAJIBHBIX JAHHBIX.

2.6. OOpaborka mnepcoHaNbHbIX JaHHBIX B MHopmamumonnsix cucremax IIkoms
OCYILIECTBJISIETCSI TOJBKO C COrjlacusi B MUCbMEHHOW (opme cyOBbeKTa MepCcOHaNIbHbBIX
JAHHBIX, 3a UCKIIOYEHUEM CJIy4yaeB, IPEAYyCMOTPEHHBIX (peaepaTbHbBIMU 3aKOHAMH,
KOTOPBIMU TIPEIyCMaTPHUBAIOTCS Clydad OOS3aTENbHOrO MNPEJOCTABICHUS CYOBEKTOM
NEPCOHAJIBHBIX JIaHHBIX CBOMX IEPCOHAIBHBIX JAHHBIX B LEISX 3alllUThl OCHOB
KOHCTHTYIIMOHHOTO CTpOsi, HPAaBCTBEHHOCTH, 3/J0POBbs, IpaB U 3aKOHHBIX HHTEPECOB
JOpYruXx Jul, o0ecrnedeHus: 00OpOHBI CTPaHbl U 0€30MaCHOCTH TOCYIAPCTBA.

2.7. IluceMeHHOe coryiacue CyObEeKTa IEepPCOHAbHBIX JaHHBIX Ha 00pabOTKYy CBOMX
nepcoHaIbHBIX JaHHbIX B MHopmammonasix cuctemax [lIkonsl AOMKHO BKIIOYATH
B ceOs:

— (hamMuTuIo, UMSI, OTYECTBO, aJI[PEC CYObEKTa MEPCOHABHBIX JaHHBIX, HOMEP OCHOBHOIO
JIOKYMEHTA, YAOCTOBEPSIOIIETO €ro JMYHOCTh, CBEACHUS O JaT€ BBIJAYM YKAa3aHHOTO
JIOKYMEHTA U BBIAABILIEM €r0 OPraHe;

— HauMeHoBaHMe (paMWINIO, WM, OTYECTBO) U aJpec oleparopa, MOIyYaroIIero
coryiacue CyObeKTa MePCOHATbHBIX JTAHHBIX;

— 11e71b 00pabOTKHU MEPCOHATBHBIX JaHHBIX;

— HCPCUYCHb IICPCOHAJIBHBIX TAHHBIX, HA 06pa60TI<y KOTOPLIX HACTCA COIJIaCHUC CY6'I>CKT3
MMCPCOHAJIbHBIX TAHHBIX,

— TepeueHb JEHCTBUN C MEpCOHAJIBHBIMU JAHHBIMH, Ha COBEPIIEHUE KOTOPBIX JaeTCs
corjacve, oOIlee ONHCAHHE MCHOJIb3YEMBIX OIEPAaTOPOM  CIOCOOOB  00pabOTKHU
NEPCOHANIBHBIX JAHHBIX;

— CpPOK, B TCUHCHHUEC KOTOPOI'0 I[CﬁCTBy@T corjiacue, a TakKKe IopsJ0K €ro OT3biBa.

2.8. OO0s3aHHOCTH TMpPEAOCTABUTh JIOKA3aTEIbCTBO TMOJY4YEHHUs COIJlacus CyObekTa
NEPCOHAJIBHBIX TaHHBIX HA 00pa0OTKY €ro MepcoHalbHbIX JaHHBIX, a B clilydyae 00paboTKH
00I11eTOCTYTHBIX MEPCOHATBHBIX AaHHBIX B MH(pOpMaIMOHHBIX




cuctemax IIIkombr 00s13aHHOCTH TOKA3bIBAHMS TOTO, YTO 00pabaThIBaeMbIe MMEPCOHATBHBIC
JTAHHBIE SIBJISIIOTCS OOIIEAOCTYIMHBIMU, BO3JIaraeTcsi Ha orepaTopa.

2.9. Bciuywae HeaeecrmocOOHOCTH CyOBEKTa TNEPCOHAIBHBIX JAHHBIX  COTJacue
Ha 00pabOTKy ero nepcoHalbHbIX NaHHbIX B MHbopmanmonubix cucremax Ilkonel naer
B IMMCbMEHHOM (hOpMe 3aKOHHBIN MPECTABUTENh CYOhEKTA MEPCOHAIbHBIX JTAHHbBIX.

2.10. Bcmydae cMepTH cyObeKTa NEpCOHANBHBIX JAHHBIX COrjlacue Ha 00paboTKy
€ro MnepcoHadbHbIX NaHHBIX B MH(popMmanmonubix cuctemax IlIkonbl qai0T B MUCbMEHHOMN
dbopmMe HaclIeTHUKH CyOBEKTa TEPCOHAJIBHBIX JTAaHHBIX, €CIIM TaKOE COoryiache He ObLIOo
JTAHO CYO'BEKTOM MEPCOHANBHBIX JAHHBIX TIPU €T0 KU3HU.

2.11. CyObexkT TmepCOHANbHBIX JaHHBIX KMEET TPaBO Ha MOJYYCHHE CBEICHUU
00 00paboTKe CBOMX NEPCOHANBHBIX AaHHbIX B MHpopMannoHHbIX cuctemax IIKombl,
a oreparop 00s13aH UX MPEIOCTABUTh B COOTBETCTBUU €O cTaThsiMu 14 u 20 @eaepaibHOTO
3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHaIbHbIX JAHHBIX).

3. Mepbl 1o o6ecnevyeHn0 0e30MaCHOCTH MEPCOHAJIBLHBIX JAHHBIX PH UX 00padoTke

3.1. be3omacHOCTh TMEPCOHANBHBIX JaHHBIX, OOpabaThiBaeMblx B MHpOpMaIMOHHBIX
cuctemax Illkompl, gocTUraeTcss TyTeM  WCKIIOYCHUS  HECAHKIIMOHHPOBAHHOTO,
B TOM YHCJI€ CIy4ailHOTO, JIOCTYyNa K MEPCOHAIBHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOTO
MOJKET CTaTh YHHUTOKCHHE, N3MECHECHHE, OJIOKUPOBAaHKE, KOMMPOBAHKE, PACTIPOCTPAHECHUE
MIEPCOHATBHBIX JAHHBIX, 4 TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

3.2. Jlna oOecrieueHusi 0€30MACHOCTH TMEPCOHAIBHBIX JAaHHBIX MPHU UX 00padoOTKe
B NHdopmanmonnsix cuctemax IlIkonbl ocymiecTBiaseTcs 3amura:

— uH(popManuu, 00padaThIBAEMON C UCTIOIH30BAHUEM TEXHUYECKUX CPEJICTB;

— wuHboOpMaIKU, CcoJaepXKalleicss Ha OyMakKHOW, MAarHUTHOH, MarHUTHO-ONTHYCCKOMN
1 UHOU OCHOBE (HOCHUTEIISX).

3.3. PaGotel mo obecrnieyeHnto 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B Unpopmanmonnsix cucremax [lkonbl SBISIOTCS HEOTHEMJIEMON 4YacTbio padoT
1o co3aaHuio MTHPOpMaIIMOHHBIX CUCTEM.

3.4. Uudopmannonnsie cucreMsl LIkonbl knaccupuuupyrorcs onepatopom. IIpoBeaenue
knaccudukauu  MHPopManmoHHBIX cucTeM ompeneneHo [lopsakoM mpoBeaeHUs
KJaccupukanuu HUHPOPMAIMOHHBIX CHUCTEM IMEPCOHAIBHBIX JaHHBIX, YTBEPKIECHHBIM
COBMECTHBIM TpuKkazoMm @DeaepasibHOW CIIykKObl TI0 TEXHUYECKOMY U SKCTIOPTHOMY
KoHTposto, DeaepanbHOM  ciyx)Obl  Oe3omacHOocTH  Poccuiickoit ~ deneparium,
MuHnucTepcTBOM UH(DOPMAIIMOHHBIX TEXHOJIOTMN U cBsizM  Poccuiickoit ®Dexaeparuu

ot 13.02.2008 Ne 55/86/20.

3.5. OO6MeH mepCoHaTbHBIMU JaHHBIMY TIpH X 00paboTke B HPpOpMAIIMOHHBIX CHCTEMax
[xonpl OCYIIECTBISETCA MO KaHAJIaM CBSI3M, 3all[UTa KOTOPHIX O0OECTIEYMBAETCS ITyTEM
peau3aii COOTBETCTBYIOIMX OPTraHU3alMOHHBIX Mep U (WIM) MyTeM MPUMEHEHUs
TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB.

3.6. Pasmemenne Wudopmanmonnsix cuctem Illkonwl, cnenuanbHOoe 000pya0BaHUE
1 OXpaHa IIOMCIICHHMH, B KOTOPBIX BeleTcs pabdoTa C IMEepCOHANBHBIMU JTaHHBIMU,
OpraHu3aius pexuma o0ecleueHuss O€30MacHOCTH B 3THUX IOMENIEHUSX JOJKHBI




o0ecreynBaTh COXPaHHOCTb HOCHUTEIICH MEPCOHAIbHBIX JaHHBIX M CPCACTB 3allIUThI
I/IHCbOpMaHI/II/I, a TaKXKEC HCKJIIIOYaThb BO3MO>XHOCTb HCKOHTPOJIHNPYCMOI'O
IMPOHHUKHOBCHUA WA Hpe6BIBaHI/I$I B OTHUX INIOMCHICHUAX IMOCTOPOHHHUX JIMII.

3.7. be3omacHOCTh TEpPCOHATBHBIX IaHHBIX TpHU UX 00paboTke B MH(POpMAIMOHHBIX
cuctemax llIkompl obecrieunBaeT onepaTop WM JIUIO, KOTOPOMY Ha OCHOBAaHWH JIOTOBOPA
orepaTop TMmopy4daeT oOpabOTKy TMEepCOHAIBHBIX JaHHBIX (aiee — YIIOJIHOMOYEHHOE
nnio). CyIiecTBEHHBIM yCIIOBHEM JIOTOBOpa SIBISETCS OOS3aHHOCTH Y IOJTHOMOUYEHHOTO
auria  00ecreyuTh KOH(DHMICHIIMATBHOCTh TEePCOHANBHBIX JTaHHBIX U 0€30MacHOCTh
MEePCOHATBHBIX JAHHBIX MPHU UX 00paboTKe B HH(MOPMAIITMOHHON CUCTEME.

3.8. Ilpu oOpaboTke mepcoHATBHBIX AaHHBIX B MHpopManmuonHbix cuctemax Illkomb
0e301acHOCTh 00€CIIeUnBaETCS:

— IIPOBECHUEM MEpONPUATHH, HaIIPaBJICHHBIX Ha MpeJOTBpaLICHUe
HECAaHKIIMOHUPOBAHHOT'O JIOCTYMA K MEPCOHAIBHBIM JaHHBIM W(WJIH) Mepeaadyn UX JIMIaM,
HE UMEIOLIMM ITpaBa J0CTyNa K Takoi HH(pOpManuu;

—  CBOEBPEMEHHBIM  OOHapyxeHueM (akTOB HECAaHKIIMOHUPOBAHHOTO  JIOCTYyTMa
K IIEPCOHAJIbHBIM TaHHBIM;

— HEJOINyIIEHHEM BO3JCHCTBUS HA TEXHHUYECKHUE CpPEICTBA aBTOMATH3WPOBAHHOMN
00pabOTKM TEepPCOHANBHBIX HaHHBIX, B PE3yJlbTaTe KOTOPOTO MOXET OBbITh HapyIIEHO
uX (QyHKITMOHUPOBAHUE;

— BO3MOXHOCTBIO HE3AMEJIMTEIIBHOTO BOCCTAHOBIIEHUS TEPCOHAJIBHBIX JaHHBIX,
MOAU(GUIIMPOBAHHBIX UJIM YHUYTOKEHHBIX BCIIEICTBHE HECAHKIIMOHUPOBAHHOI'O JIOCTYTa
K HHUM,;

— TIOCTOSTHHBIM KOHTPOJIEM 3a 00eCIedeHHEeM YPOBHS 3aIMIICHHOCTH TEPCOHATBHBIX
JTAHHBIX.

3.9. 3ammTa nepcoHANbHBIX JaHHBIX, oOpabarbiBaemasi B MH(poOpMalmoHHBIX cHCTeMax
[xonel, obOecneunBaercss 3acuer cpeactB Ilkonbl B mopsjke, YCTaHOBIEHHOM
benepanbHBIMU 3aKOHAMH.

3.10. Joctym corpynaukoB IlIkombl kK mepcoHaMbHBIM JaHHBIM, 00pabaThIBAEMbBIM
B Undopmarmonnsix cuctemax [1Ikombl, 171 BBIMOTHEHHS] CBOUX

JOJDKHOCTHBIX 00s13aHHOCTEH IMPON3BOAUTCA K COOTBCTCTBYIOIIIUM IICPCOHAJIIbHBIM
JaHHBIM Ha OCHOBAHHWHU CIIMCKA, YTBCPKACHHOI'O OIICPATOPOM.

4. OcoOeHHOCTH O00pa0OTKM  NEPCOHAJBHBIX JAHHBIX, OCYUIECTBJIEMbIX
0e3 UCIO0JIb30BAHUS CPEICTB ABTOMATHU3ALUHN

4.1. [IepconanbHbIe JTaHHBIE pu ux o0paboTKe, OCYILIECTBIISIEMOU
HeaBToMaTH3MpOBaHHBIM CIOCOOOM, JOJKHBI 00OCOOMATHCS OT MHOM HH(pOpPMALINH,
dukcanuei UX Ha OTJEJIbHBIX MaTepHaIbHBIX HOCHUTEISIX NEePCOHATBHBIX
JAHHBIX (anee — Martepuaiibabie HOCHTENN), B CIIELIMATIbHBIX paznenax
KHUT ()KypHaJIOB) WJIM HA MOIsIX GopM (OJ1aHKOB).

4.2. Ilpu duxcarmmm  TEpCOHANBHBIX  JAaHHBIX  Ha MaTepuambHBIX  HOCHUTEISIX
He JonmycKkaeTcs (uKcalus Ha OJJHOM MaTepHAIbHOM HOCHUTENE MEPCOHAIBHBIX JIaHHBIX,




nenn oO0pabOTKM KOTOPBIX 3aBEIOMO HE COBMECTHUMBI. JIjist 00paboTKU  pa3IMuHBIX
KaTerOpuil  MEPCOHAIBHBIX  JAaHHBIX, oOcymecTBiasieMor  HeaBroMaTH3npoBaHHBIM
CriocoOOM, JIJISl K&KJI0OM KaTeropuu IMepPCOHATbHBIX JAaHHBIX JOJDKEH HCIOIb30BATHCS
OTIENbHbI MaTepranbHbIi HOCUTEb.

4.3. I1pu ucnonb30BaHUM TUIOBBIX (POPM JOKYMEHTOB, XapakTep HH(GOpPMAIMU B KOTOPBIX
IpEANonaraeT Wik JIONyCKaeT BKIIOYEHHE B HUX NEPCOHAJIBHBIX JaHHBIX (Hajee —
Tunosas ¢popma), TOIKHBI COOIIOIATHCS CIEAYIOLIUE YCIOBHUSA:

4.3.1. Tunosas dopma nnu CBSA3aHHBIE C HEH JJOKYMEHTHI (MHCTPYKLIHUS
II0 €€ 3all0JHEHUI0, KapTOYKHU, PEECTPBI U )KYPHAJIbI) TOJIKHBI COJIEPKATh:

— CBEIEHHMSI O 1Lelu oO0pabOTKM  MEpPCOHATIBHBIX  JIAHHBIX, OCYILECTBISIEMON
HeaBToMaTH3MpOBaHHBIM CIIOCOOOM;

— uMs (HAaMMEHOBAHKUE) U aJIpeC ONepaTopa;

— (amMuIHIo, UM, OTYECTBO M aJIpec CyOBhEKTa MePCOHABHBIX TaHHBIX;
— WCTOYHUK MOJYYEHUS TIEPCOHATBHBIX JTAHHBIX;

— CpOKHM 00pabOTKU MEPCOHANBHBIX JaHHBIX;

— TMepevYcHb JCWCTBHH C IMEPCOHAIBHBIMUA JaHHBIMH, KOTOpPBIE OYIyT COBEPIIATHCS
B Ipoliecce ux o0padoTKu;

— o011ee ONMMCaHWE HCIMOJIB3YyEMBIX OMEPATOPOM CHOCOO0B OOpPaOOTKU IMEPCOHATBHBIX
JTAHHBIX.

4.3.2. TunoBas ¢Qopma JOKHA MpeAycMaTpuBaTh I0JIe, B KOTOPOM CYOBEKT
NEPCOHAIBHBIX JAaHHBIX MOXET IOCTaBUTh OTMETKY O CBOEM COrJlacHu Ha 00paboTKy
NEPCOHANIBHBIX JaHHBIX, OCYIIECTBIIsIEMYI0 HeaBToMaTn3npoBaHHBIM CIIOCOOOM.

4.3.3. TunoBas ¢opma goimxkHA OBITH COCTABJICHA TAaKUM O0pPa3oM, YTOOBI Ka)IbIA
U3 CYOBEKTOB TIEPCOHATBHBIX JAHHBIX, COACPKAIIUXCS B JOKYMEHTE, UMEI BO3MOXKHOCTD
O3HAKOMUTHCS CO CBOMMHU TEPCOHAIBHBIMU JAaHHBIMH, COJCPKAIUMHUCS B JOKYMEHTE,
HE HapyIias IpaB ¥ 3aKOHHBIX HHTEPECOB MHBIX CYOBEKTOB IMEPCOHABHBIX JaHHBIX.

4.3.4. TumoBas ¢dopMa MODKHA HCKIIOYATh OOBEAMHEHWE TOJICH, MpeaHa3HAYECHHBIX
JUISI BHECEHUSI  TIEPCOHANIBHBIX  JIaHHBIX, 1eTM  00paOOTKM  KOTOPBHIX  3aBEIOMO
HE COBMECTHUMBI.

4.4. [Ipy HECOBMECTUMOCTH uenen 00paboTKH NIEPCOHATBHBIX JAHHBIX,
3a()MKCUPOBAHHBIX HA OJJHOM MarepuaibHOM HOCUTENE, eciau MaTepualibHbli HOCUTEIb
HE MO3BOJISIET OCYIIECTBIISATh OOpabOTKY MEPCOHAJIbHBIX JAHHBIX OTIEIBHO OT APYTUX
3a(MKCUPOBAHHBIX HA TOM € HOCUTENE MEPCOHATBHBIX JAHHBIX, JOJKHBI ObITh MTPUHSITHI
MepbI IO 00ECTIEUEHUIO pa3IeNnbHON 00paOOTKH NEPCOHATBHBIX JAHHBIX:

4.4.1. Ilpu HEOOXOIMMOCTH HCHOJB30BAHMS WIM PACHPOCTPAHEHUS  OIpPEAeSIEHHbIX
IIEPCOHAIBHBIX JaHHBIX OTAEIBHO OT HAXOIALIMXCA HA TOM XK€ MarepuaibHOM HOCUTEIE
JOPYIUMX IEPCOHAIBHBIX JAaHHBIX OCYLIECTBISAETCS KOIMPOBAHHUE IEPCOHAIBHBIX JTaHHBIX,
NOJUIEKAIINX ~ PACIPOCTPAHEHUIO UM HCIOJB30BAHUIO, CIOCOOOM, HCKIIIOYAIOUIUM
OJTHOBPEMEHHOE KOIIMPOBAHUE IIEPCOHAIIBHBIX JAHHBIX, HE INOJUIeKAIIUX




pPacCIpOCTPAHEHUIO U MCIOJB30BAHHUIO, U UCIONb3YyeTCs (PACpOCTPAHACTCS)  KOMUS
MEePCOHATBHBIX JAHHBIX.

4.4.2. Ilpu HEOOXOOUMOCTH YHUYTOXEHUS WM OJOKMPOBAHMUSI YacTH MEPCOHAIBHBIX
JTAaHHBIX YHUUTOKAETCS WK OJIOKUpYyeTcs MaTepualibHbIi HOCUTENb C IPEABAPUTEIbHBIM
KOIIMPOBAHUEM  CBEACHUH, HE MOMJIEKANUX  YHUUTOXKEHUIO UM  OJOKHPOBAHUIO,
crocoO0OM, HCKJIIOYAIOIIUM OJHOBPEMEHHOE KONUPOBAHUE IE€PCOHAIBHBIX JaHHBIX,
HOJUIEKAIINX YHUUTOKEHUIO WIH OJIOKHPOBAHHUIO.

4.5.  VYHUUYTOXEHHE WIX  O00€3IMYMBAHUE  YacTU  [EPCOHANbHBIX  JIaHHBIX,
€CIIM 3TO JoNycKkaeTcs MaTepruanbHbIM HOCHUTEIIEM, MOXET IMPOU3BOJIUTHCS CIIOCOOOM,
UCKJIIOYAIOIIUM JIadbHEHIIyI0 00paboTKy 3THUX MEPCOHAIBHBIX JAHHBIX C COXpaHEHUEM
BOSMOXXHOCTH  00paOOTKM WHBIX JaHHBIX, 3a(UKCUPOBAHHBIX HA MaTEPUATBHOM
HocuTene (yaajieHue, BBIMapbIBaHUE).

4.6. IlpaBwna, mnpeaycmorpeHHble nyHkTamu 4.4 u 4.5 wnacrosamero Ilomoxenus,
MPUMEHSIIOTCS TaKXe B Clydae, €CJId HEOOXOJIUMO 00€CTeUUTh Pa3feibHYyI0 00paboTKy
3a(MKCUPOBAHHBIX HA OJHOM MaTepHallbHOM HOCUTEIE TEePCOHANBHBIX JAaHHBIX
U uHGOpMAIINH, HE SBIISIFOIIEICS IEPCOHATBHBIMU TAHHBIMU.

4.7. YTOouHEeHNEe IePCOHANBHBIX JAHHBIX MPU OCYIIECTBICHUU UX 00pabOTKH

HeaBToMaTH3MpOBaHHBIM CIIOCOOOM MPOM3BOJAUTCA IyTeM OOHOBJIEHUS WM W3MEHEHUS
JaHHBIX Ha MaTepuajbHOM HOCHUTENE, a €CJIU 3TO HE JIOMYCKAETCs  TEeXHUYECKUMU
OCOOCHHOCTSIMM ~ MATE€pUajIbHOTO  HOCUTENS, —  MNyTeM  (UKcalMd  Ha TOM XK€
MaTepualbHOM HOCUTENIE CBEACHHA O BHOCUMBIX B HHX U3MEHEHUSX TUOO IMyTeM
U3TOTOBJICHHUS HOBOI'O MAaTEpUAIbHOIO HOCUTENS C YTOYHEHHBIMH IEPCOHAIBHBIMU
JAHHBIMHU.

4.8. OOpaboTka mEpCOHAJIBHBIX JIaHHBIX, oOcyllecTBisemMas HeaBToMaTU3UPOBAHHBIM
cnocoOoM, JODKHA MPOU3BOAUTHCS TaKUM 00pa3oM, 4YTOOBI B OTHOIICHMM Ka)JIOH
KaTeropud MEepCOHAIbHBIX JAHHBIX MOXKHO OBUIO ONpEAeNuTh MecTa XpaHEHMs
NEPCOHAIBHBIX JaHHBIX (MaTepuanbHbIX HOCUTENEH) U YyCTAaHOBUTh HEPEUYEHb JIMII,
OCYILIECTBIISIONINX 00pabOTKy NMepCOHAIbHBIX TaHHBIX JTMO0 UMEIOIIUX K HUM JTOCTYIIL.

4.9. HeoOxonumo o0ecrieuynBath  pasleinbHOE XpaHEeHHe MEePCOHAIBHBIX
naHabIX (MaTepuanbHBIX HOCUTENEH), 00paboTKa KOTOPBIX OCYIIECTBISETCS B Pa3IMUHBIX

HEJsIX.
5. O0S13aHHOCTH JIUI], UMEIOUIUX JOCTYIl K EPCOHAJIbHBIM JAHHBIM

5.1.  OTBeTcTBEHHOCTh 3a o0ecreueHrne OE€30MACHOCTH  MEPCOHANBHBIX  JaHHbBIX
U HUIeKamuii  pexxum  padotel  MHpopmanmonHeix cuctem Illkonbl Bo3maraercs
Ha pykoBoautens Lkombr.

5.2. B cBoelt pabore corpynHuku Illkosnbl, momyiieHHble K 00padOTKE MEpCOHAIbHBIX
nauueix B MHbopmarmonnsix  cucremax  [Ikonbl, MOKHBI  PYKOBOACTBOBATHCS
TpeOOBaHUSIMU  (peiepalbHbIX  3aKOHOB,  HOPMATUBHO-NIPABOBBIX  JOKYMEHTOB
[IpaButenbctBa Poccuiickoii ®enepannu, DeaepaibHOM CIIyKObI O TEXHUYECKOMY
U DKCTIOPTHOMY  KOHTpoJito, DeaepanbHOM  ciykObl  Oe3omacHocTH  Poccuiickoi
®enepauuu, MuHucTepcTBa HMH(POPMALMOHHBIX TEXHOJOTUWA U cBsi3u Poccuiickoi
®enepannu, a Takke HacTOSMM [10J10KEHHEM U MHCTPYKIMEN MOJIB30BATENS MO 3aAIIUTE
NEePCOHAJBLHBIX JaHHBIX, 00padaThiBaeMblx B UHPOpMAIIMOHHBIX CUCTEMAX.




5.3. B nomKHOCTHBIE  HMHCTPYKIUH  COTPYAHUKOB  LIIKOdBI,  yHMOJTHOMOYEHHBIX
Ha 00paboTKy MepCOHANIbHBIX NaHHBIX B MHPopMannoHHbIX cuctemax LIKombl, JOMKHBI
ObITh ~ BHECEHbl  OOS3aHHOCTH O HEOOXOAMMOCTH  BBINOJHEHUS  TpeOOBaHUU
1o o0ecrevyeHno 0e30MacHOCTH 00padaThIBAEMBIX UMHU ITEPCOHAIBHBIX JAHHBIX.

5.4. OTBeTCTBEHHBIN 3a o0ecrieueHrue 0e30MacHOCTH TMepPCOHANbHBIX JaHHbIX B [llkose
PYKOBOJICTBYETCS B CBOEH JICATEIHLHOCTH MHCTPYKIIMEH OTBETCTBEHHOT'O 3a OOCCIIeUeHHUE
0€30MacHOCTH TEePCOHATBHBIX JIAHHBIX, 0OpadaThiBaeMbIX B MH(POpMAIMOHHBIX CHCTEMaX
IIxomnbI.

5.5. Ilpu oOHapy>KeHUM HaApYyIICHUH TMOpsIKa MPEAOCTABICHUS MEPCOHATBHBIX JAHHBIX,
obpabareiBaeMbix B MH(pOpmarnmonHsix cucrteMax IIIkoibl, omepaTop HE3aMEIUTEITHLHO
MIPUOCTAHABIIUBAET  MPEIOCTABICHUE  IMEPCOHANBHBIX  JAHHBIX  IOJIb30BATEISAM
Nudopmarmonnsix cucteM IlIkonsl 10 BBISIBICHUS NPUYMH HApYUICHUM M yCTpaHEHUS
ATUX MPUYHH.

5.6. 3amnapyuienne HOpM Hactosimero llonoxenus, a Takxke ¢eaepaibHbIX 3aKOHOB,
PETJIAMEHTUPYIOIUX TOPSIOK 00pabOTKH M 00ecIedeHUsT O€30IMacHOCTH TEPCOHAIBHBIX
JNaHHbIX, cOoTpyaHuku Illkonel, momymieHHBIE K paboTe C MEPCOHAIBHBIMU JaHHBIMU
B UH(popmarmoHHBIX cHUcTeMax [IxomsI, HECYT rPaXXIaHCKO-TIPABOBYIO,
aAMUHUCTPATUBHYIO, YTOJOBHYIO M AUCUUIUIMHAPHYIO OTBETCTBEHHOCTh B COOTBETCTBUU
C JICHCTBYIOIIUM 3aKOHOJIaTEIbCTBOM.
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