MyHuuunajbHoe 010/12KeTHOe 00111e00pa3oBaTeIbHOE YUpPeKIeHue
OCHOBHAas 001Ie00pa3oBaTeIbHAs MIKO0J1a ¢. BosiouaeBka

IIpunsro YTBepxkaar:
Ha 3aCelaHuu Hupexrop MBOY OOIII c.
BonouaeBka

Ilemarornueckoro coBseta

Tymaesa O.B.
[Ipotokon Ne 1 or 29.08.2018 r.

ITpuka3z Ne 91 ot 01.09.2018 r.

TymaeBa Onecs

Ty M a e B a BukTopoBHa

C=RU, O=MBOY OOl c.
Bonoyaeska, CN=TymaeBa

On e Cﬂ Onecsa BuktopoBHa,

E=puzyriova63@mail.ru
5 NOATBEpPXAAl BTOT
BUKTOpOB = )
Ha gbg%?i?ff:25:51+09'00'
HHCTPYKIUA
1O OP'AHU3ALIUA AHTUBUPYCHOM 3AHINTHI

CPEACTB UH®OOPMAILINHU

JloxkaabHbIA akT Ne 63




HNHCcTpyKUMS MO OPraHu3alui AHTUBUPYCHOM 3aIIMTHI CPEICTB
HHpOpMATU3ALUHU
1. O0mue MoJI0KeHUA

1.1. Hacrosimass MHCTpyKIus ompenensieT TpeOOBaHHUS K OpraHU3AIMH 3allluThl
CpelncTB HMH(OpPMATU3AIMK OT pPa3pyLIAONIEr0 BO3JACUCTBUS KOMIIBIOTEPHBIX
BUPYCOB, MOPSAJIOK OpraHu3alud padOT [0 AHTUBUPYCHOM 3alIUTE CPEACTB
uHbopmaTuzamu B MyYHHIMIAIBHOM OIO/HPKETHOM — 00I1e00pa3oBaTeIbHOM
YUpEeXKJACHUH OCHOBHOM 00111e00pa3oBarenbHON 1IKoje c. BomouaeBka (nmanee —
OY), ycTtaHaBiauBaeT OTBETCTBEHHOCTD IMOJIL30BATENICH M JOMKHOCTHBIX Jull OY
110 AaHTUBUPYCHOM 3aIUTE CPEICTB HH(DOPMATHU3ALIUH.

1.2. Ilpukazom gupexktopa OV Ha3HauaeTcss JIMIO, OTBETCTBEHHOE 3a
OpraHu3allii0 AHTUBUPYCHOM 3alIUThI CPEACTB MH(GOPMATH3AIUH.

1.3. K ucnonp30BaHui0 B 00pa30BaTEIbHOM YUYPEXKICHUU JOMYCKAETCS TOJBKO
JUIEH3WMOHHOE AHTHBHPYCHOE MPOrpaMMHOE OOECTICYeHHE B COOTBETCTBHH C
TpeOOBaHUAMHM JIEUCTBYIOIIETO 3akoHoAaTenbcTBa Poccuiickoit  ®Depeparuu
(Norton Antivirus, Dr. Web, Kaspersky Antivirus, NOD 32 u 1.11.).

1.6. TpeboBaHUsI MHCTPYKIIMHU SIBISIOTCS OOSI3aTENbHBIMH JIJII BCEX PAOOTHUKOB
OV, umeroniux 10CTyI K HHPOPMALIMOHHBIM PECYPCAM.

2. TpeGoBaHusi K NpPOBeJIEHHI0 MEPONPHUSATHII MO AHTUBHPYCHOHN 3amuTe
cpeactB uHGoOpMAaTH3AIUU

2.1. O0sA3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJJIEKUT:

- mobass uHpopmanus (TeKcToBble (ailyibl M0ObIX (QopmaToB, (ailiibl JaHHBIX,
UCTIONHseMble (aiiibl), ojlydaeMasl U nepegaBaeMasi o TelIeKOMMYHHUKAIMOHHBIM
KaHajaMm;

- uHpOpMAIUs Ha CbEeMHBIX HOCUTENSX (MarHUTHBIX JUCKaX, JeHtax, CD-ROM u
T.IL.);

- BXojsAmas M ucxoasmas uHdopmanus (mepen  3alucbid HAa  HOCUTENH
UH(pOpMaIUK, apXUBUPOBAHUEM U OTIIPABKON);

- (pailsibl, mOMenIaeMble B JIEKTPOHHBIN apXUB;

- yCTaHaBJIMBaeMoe (M3MEHSAEMOE) IPOrpaMMHOE 00ECTICUEHHE.

2.2. ExXxeqHeBHO B aBTOMATUYECKOM PEXHME JIOJIKHO BBIIOJIHATHCS OOHOBJICHHE
AHTUBUPYCHBIX 0a3 W NPOBOAUTHCS AHTHUBUPYCHBIA KOHTPOJIb BCEX AUCKOB H
(ailyioB NepCcOHATBHOT0 KOMITBIOTEPA.

2.3. Monynb aHTMBUPYCHOM 3aIUTHI JOJDKHA 3arpyaTbCs aBTOMAaTHYECKU IIPU
3arpy3ke KOMIbIOTEpa. 3aKpbhITHE MOIYJS WM OCTaHOBKAa €ro paboThl Ha BCEX
KOMIIBIOTEPAX JI0JIKHA ObITh OTKIIIOYEHA WM 3aKPhITa apOJIEM.

2.2. Ilepuoauyeckue aHTUBUPYCHBIE MPOBEPKH BCEX KOMIIBIOTEPOB JOJIKHBI
IPOBOJUTHCS HE PEKE OJHOIO pa3a B HEJEIIO.

2.4. BHeouepeqHON aHTHBUPYCHBI KOHTPOJb BCEX JUCKOB U (haiioB
IIEPCOHAJIBHOTO  KOMIIBIOTEPA  JOJDKEH BBINOIHATHCS IIPU  BO3HUKHOBEHUU



MOJIO3PEHMS Ha HATMYME KOMITBIOTEPHOTO BUpyca (HeTUnu4IHas paboTa mporpamm,
NOSIBJICHUE TpaUuecKuX U 3BYKOBBIX J((PEKTOB, HCKAKEHUN JaHHBIX,
nponananue (aiioB, 4acToe MOSBJICHUE COOOIIEHUN O CUCTEMHBIX OIIMOKax U
T.IL.).

3. lIpopunakruka 3apaKeHus

3.1. OgHUM U3 OCHOBHBIX METOJIOB OOPHOBI C BUPYCaMU SBIISIETCSI CBOCBPEMEHHAS
npoduIakTHKa, COCTOSIIAas U3 COOIOICHUS CAEAYIOIINX MPaBUII:

3.1.1. 3amUTUTH KOMIIBIOTEP C MOMOIIBIO aHTUBUPYCHBIX MPOrPAMM U MPOTrPaMMm
6e3omnacHoi pabotsl B MiuTepuere. [l aToro:
- YCTaHOBUTH AaHTUBUPYCHYIO MIPOTPAMMY.

- OOHOBIIATDH PETYNAPHO CUTHATYPHI YIPO3, BXOSIINE B COCTAB MPOTPAMMBI.

-He BbIrpyxkaTh M3 NamMsATH M HE OCTaHaBIMBaTh padOTy aHTUBHPYCHOMU
IIPOrPaMMBI.

3.1.2. IIposIBISITE OCTOPOXKHOCTD IIPU 3aIIMCH HOBBIX JTaHHBIX Ha KOMIIBIOTEP:

- IIpoBepuTh Ha MPUCYTCTBHE BUPYCOB BCE ChEMHBIE TUCKH (AuckeTbl, CD-nucku,
(uien-kapThl U 1Ip.) Nepe]] UX UCIOIb30BAHUEM.

- He 3amyckarh HuKakux (¢ailyioB, NpUIIEIIIMX MO IOYTE, HE NMPOBEPEHHBIX C
NOMOLUIBI0 AHTUBUPYCHOM MPOTrpaMMBbl.

- O6patuTh BHUMaHUE Ha HAJIMYUE cepTHU(PUKAaTa 0€30MACHOCTH IPU YCTAHOBICHUU
HOBOM MPOrpaMMBbl ¢ KaKOro-amuoo BeO-caiTa.

-IIpoBepUTH ¢ MOMOIIBIO AHTUBUPYCHOM ITPOrpaMMbl KONUpyeMbl U3 MHTepHeTa
VI JIOKQJTBHOM CETH UCITONHSEMBIN (aiin.

3.1.3. Tlonw3oBatecs cepBucom Windows Update u perymspHO yCTaHaBIIUBAThH
OOHOBJIICHUS OmepaImoHHOM cucteMbl Microsoft Windows.

3.1.5. IIpocMmarpuBaTh PETYIAPHO CIUCOK YCTAHOBIIEHHBIX IIPOTPAMM.

4. J105KHOCTHBIE O0SI3aHHOCTH IO0Jb30BaTe/iell 10 AHTHBHMPYCHOHM 3amiure
cpeacTB HHGopMATH3ALUT

4.1. He mpepsiBaTh mpoliecc OOHOBJICHUS aHTUBUPYCHBIX 0a3 M aHTHBHPYCHBIN
KOHTPOJIb BCEX IMCKOB U (PAJIOB MEPCOHAIBHOIO KOMIIBIOTEPA.

4.2. Tlpu oTmpaBKe W TONYYCHHH OSJIEKTPOHHOM TMOYTHI IMOJH30BATENb 005S3aH
OPOBEPUTH TEKTPOHHBIE ICbMa Ha HATMYUE BUPYCOB.

4.3. ITpu UCTIONb30BaHUN CHEMHBIX HOCUTENIEH, OCYLIECTBIATh UX aHTUBHPYCHYIO
IPOBEPKY.

4.4. B cnydae oOHapyXeHUs TMpU MPOBEACHUM AaHTUBUPYCHOM MPOBEPKHU
3apaXKCHHBIX KOMITBIOTEPHBIMUA BHpycaMd (DaiijIoB WM DIIEKTPOHHBIX THCEM
MOJIb30BATENIN 00S3aHbI:

4.4.1. IlpuocTaHOBUTH padOTYy.

4.4.2. HemeJIeHHO TTOCTaBUTh B U3BECTHOCTH O (haKTe OOHAPYKEHUSI 3apaKEHHBIX
BUpYCcOM (DailJloB OTBETCTBEHHOTO 3a OOECIEUYeHHE AHTUBUPYCHOM 3alluThl B
o0pa30oBaTeIbHOM YUPEXKACHUHM, BIAJCNblla 3apaXEHHBIX (ailioB, a Takke
COTPYIHUKOB, UCTIONB3YIOMIUX 3TH (ailiibl B padboTe.



4.4.3. COBMECTHO C JIMIIOM, OTBETCTBEHHBIM MO AHTHUBUPYCHOW 3alllUTE MPUHSITH
Mepbl K JIOKaNU3allMk W YJAJICHUI0 BUPYCOB C TIOMOIIBI0 HMEIOUIUXCS
AHTUBUPYCHBIX CPEACTB 3ALLUTHI.

5. JoaxHOCTHbIe OOSI3AHHOCTH OTBETCTBEHHOr0 JHIA 32 OPraHu3aluio
AHTUBUPYCHOH 3a1LUTHI CPEACTB HH(POPMATH3ALMHA

5.1. JIumo, OTBETCTBEHHOE 3a OPraHM3alMI0 AHTHUBUPYCHOW 3aIUTHl CPEICTB
uH(dOpMaTH3alUu, 00s3aHO:

5.1.1. VYcranaBnmuBaTh CpencTBa AHTUBHPYCHOTO KOHTPOJS Ha IEPCOHAJIBHBIX
KOMIIBIOTEPAxX U CEpBEpax.

5.1.2. HacrtpauBaTh mapaMeTpbl CpPEACTB AHTUBHUPYCHOTO KOHTpPOJS Ha
NEPCOHAIBHBIX KOMITBIOTEPAX U CEPBEPAX.

5.1.3. CBoeBpeMEHHO OOHOBJISAITbH AHTUBUPYCHbIE 0a3pl Ha MEPCOHAIBHBIX
KOMIIBIOTEPAX U CEpBEPax.

5.1.4. ExxeHelenbHO MPOBEPATHh KOMIIBIOTEPHI HA BUPYCHI.

5.1.5. IIpoBonHuTH BHEOUEPEAHYIO IMPOBEPKY B CIy4ae IMOAO3PEHUsS HA HAIMYHE
BHUPYCOB WUJIU IO NMPOCHOE MOIB30BATENEH NEPCOHATBHBIX KOMITBIOTEPOB.

5.1.6. IIpoBoANTH B YCTAHOBJIEHHOM IMOPSAKE HHCTPYKTAK MO AHTUBUPYCHOM
3alllATe MOJIb30BAaTENIe KOMIBIOTEPA.

5.2. B ciywyae oOHapy>KeHHsS KOMIBIOTEPHOTO BUpPYCa OTBETCTBEHHOE JIMIIO 32
AHTUBUPYCHYIO 3aIIUTY (WM JEHCTBUS MPU OOHAPYKEHUH BUPYCA):

5.2.1. mpuHUMaET Bce HEOOXOUMBIE MEPHI JJIsI 00ECTICUCHHS COXPAHHOCTH
uHdopMaIy;

5.2.2. npuHUMAET BCE HEOOXOIMMbIE MEPBI IO JIOKATU3ALNHU U YIAJIICHUIO BUpYCa:
5.2.2.1. oTkimro4aeT KoMnblOTEP OT IHTEpHETA U JIOKAJIbHOM CETH, €CJIM OH K HEl
OBLII OJKITIOYCH;

5.2.2.2. ecii CUMIITOM 3apa>KEHUSI COCTOUT B TOM, YTO HEBO3MOYKHO 3arPy3UTHCS C
KECTKOTO JTMCKA KOMIIbIoTepa (KOMIIbIOTEP BBIJIAET OMIMOKY MPU MOJKIIIOUEHUH),
3arpy’kaercs B pPEKHMME 3allUThl OT COOEB WM C JIMCKa aBapUUHON 3arpy3Ku
Microsoft Windows, KoTopwlii ObUI CO3aH MpPU YCTAHOBKE OMNEPALMOHHOMN
CUCTEMBI Ha KOMIIbIOTED;

5.2.2.3. coxpaHsieT pe3ysNbTaThl paOOThl Ha BHEINIHEM Hocutene (auckere, CD-
TUcKe, Quieni-KapTe U 1p.);

5.2.2.4. 0OHOBIISIET CUTHATYPY YIPO3 IPOTPAMMBIL;

5.2.2.5. 3amycKaeT MOJHYI0 MTPOBEPKY KOMIIBIOTEPA;

5.2.2.6. IpOBOJIUT JICUCHHUE UM YHUUTOXKEHHUE 3apaKEHHBIX (PaiiyioB;

5.2.2.7. B ciydae OOHapy>XCHHs HOBOI'O BHpYyCa, HE ITOIJAIOMIEIOCS JICUCHHUIO
NPUMEHSIEMBIMU AHTUBUPYCHBIMU CpPEJICTBaMH, OO0S3aH HANpPaBUTh 3apa>KeHHbIN
BUpycOM (ailm Ha TMOKOM MAarHUTHOM JIUCKE B OpPraHU3alhi0, C KOTOPOM
3aKJII0YEH JIOTOBOP HA  AHTUBHUPYCHYIO TMOIJACPKKY [UISl  JajJbHEHIIEro
UCCJIeIOBAHUS.

5.2.3. yBemomiseT aJAMHHHUCTPAIMIO IIKOJBI 00 OOHapyKeHHH BUpYyca W
MOCJIEJICTBUSAX €TI0 BO3JIEUCTBHUS.

6. OTBEeTCTBEHHOCTD

6.1. OTBETCTBEHHOCTh 3a OPraHU3AUI0 AHTUBUPYCHOM 3alllUThl CPEICTB
uHboOpMaTH3alMK  BO3JIAraercs Ha OTBETCTBEHHOE JIMIO, Ha3HAYE€HHOE
JUPEKTOPOM ILKOJIBI.



6.2. OTBETCTBEHHOCTDH 3a MPOBEJECHUE MEPONPHUATUN aHTUBUPYCHOTO KOHTPOJIS B
o0pa30oBaTeIbHOM YUPSXKICHMM H  CcOONIoZeHHMe TpeOOBaHUW  HacTOsIIEH
WNHcTpyKkuu Bo3naraercs Ha OTBETCTBEHHOIO 3a OOECIEYEeHUE AHTHBUPYCHOM
3aIUTHI CPEICTB UHPOPMATH3ALUH.

6.3. Ilepuoanyeckuii KOHTPOJIb 3a COCTOSSHUEM AHTUBHPYCHOM 3alUTBI CPEACTB

uHbOpMATH3AIMN AAMUHUCTPAIMEH IIKOJIBI.
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